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ABSTRACT

Background: The growing digitalization of healthcare has intensified the collection, processing, storage, and
transmission of sensitive patient information. The General Data Protection Regulation (GDPR) establishes a reg-
ulatory framework for personal data protection within the European Union, while ISO/IEC 27001 provides a
structured framework for information security management. These requirements are particularly relevant to
healthcare, where information systems process sensitive patient data.

Objective: This study aimed to examine the extent to which GDPR requirements and ISO 27001 principles have
been studied and applied in prehospital emergency healthcare and to identify evidence from the broader health-
care sector that could inform their future implementation in emergency medical services.

Methods: A literature review was conducted using PubMed, Scopus, Web of Science, and Google Scholar. Search-
es initially combined terms for prehospital emergency care with terms for GDPR, ISO 27001, information secu-
rity, and data safety. Because no studies specifically addressed prehospital emergency setting, the search was
subsequently expanded to the broader healthcare domain. GDPR-related publications from 2016 onward and
ISO 27001-related publications from 2005 onward were included.

Results: A total of 1,115 records were initially identified, and 53 publications were ultimately included. No pub-
lication specifically addressed data protection or ISO 27001-based information security in prehospital emergen-
cy healthcare. Of the 53 included studies, 45 concerned GDPR and healthcare, and eight concerned I1SO 27001
and healthcare. The literature covered GDPR implementation in healthcare organizations, health professionals’
awareness and compliance, national regulatory implementation, digital and mobile health, patient health-data
sharing, electronic health records, and ISO 27001 implementation in healthcare environments.

Conclusions: A clear research gap exists regarding data protection and information security in prehospital
emergency healthcare. Evidence from the wider healthcare sector underscores the importance of GDPR com-
pliance, staff awareness, information security management, and appropriate technical and organizational
safeguards. Further empirical research on ambulance services, emergency medical personnel, and prehospital
health information systems is needed.

Keywords: GDPR; ISO 27001; Prehospital Emergency Care; Emergency Medical Services; Information Security;
Data Protection; Health Information Systems

Abbreviations: ICT: Information and Communication Technologies; GDPR: General Data Protection Regulation;
EMS: Emergency Medical Services; EHDS: European Health Data Space
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Introduction

Healthcare increasingly relies on information and communication
technologies (ICT) and information systems to collect, process, store,
and exchange patient information. Advances in ICT have accelerated
the digitization of health information, transforming how patient data
are recorded, accessed, shared, and used across healthcare settings.
As a result, health information systems have become an integral part
of healthcare delivery, with growing emphasis on interoperability to
enable the seamless exchange of information across diverse systems
and settings [1]. As the volume and complexity of electronically pro-
cessed health information grows, so does the importance of secur-
ing healthcare information systems [2]. Protecting this information
requires a multilayered approach that addresses regulatory, organ-
isational, and operational dimensions [3-5]. Health-related infor-
mation is among the most sensitive categories of personal data. Its
protection has therefore received considerable attention under the
European data- protection framework, particularly Regulation (EU)
2016/679, the General Data Protection Regulation (GDPR) [6,7]. The
GDPR establishes requirements for processing personal information,
strengthens data subjects’ rights, and increases the accountability ob-
ligations of organizations that process personal data [6,8]. The GDPR
has significant implications for healthcare, where organizations rou-
tinely collect and process sensitive patient information.

Several studies have examined its implementation in healthcare
organizations and clinical settings [9,10], while others have explored
patients’ willingness to share personal health information under the
new regulatory framework [11,12]. In 2022, the European Commis-
sion proposed the European Health Data Space (COM/2022/197), a
regulatory framework intended to strengthen patients’ rights over
electronic health data and facilitate access to various types of data for
healthcare, research, innovation, policy, regulation, and personalized
medicine [13]. The proposal was subsequently adopted as Regulation
(EU) 2025/327 [14], establishing a harmonized data-governance
model across the European Union. The EHDS aims to give individu-
als greater control over and access to their electronic health records,
while creating mechanisms for the secure and responsible reuse of
health data for healthcare, research, innovation, and personalized
medicine across the EU. A key element is the implementation of in-
teroperable electronic health record (EHR) systems for healthcare.
While the GDPR and the EHDS establish the EU-level legal and gov-
ernance framework for protecting and using health data, information
security is a critical operational component of data protection. Stan-
dards such as ISO/IEC 27001:2022 [15] and ISO/IEC 27701:2025
[16] provide structured frameworks for managing information secu-
rity and privacy risks in support of compliance with broader Europe-
an regulations. ISO/IEC 27001 sets out an approach to information
security management through an Information Security Management
System (ISMS), which protects the confidentiality, integrity, and avail-
ability of health records.

ISO/IEC 27701 builds on this approach by introducing a Privacy
Information Management System (PIMS) to support the governance
of data-subject privacy. Together, these standards complement the le-
gal and governance requirements established by the GDPR and EHDS
by offering practical frameworks for addressing information security
and privacy risks. These issues are especially relevant to prehospi-
tal emergency care, where patient information is collected, accessed,
and shared quickly across multiple people and locations. Prehospital
emergency care includes assessing, stabilising, and treating patients,
as well as transporting them to a healthcare facility [17,18]. Informa-
tion and communication technologies (ICTs) support communication
between ambulances and hospitals, allowing relevant patient infor-
mation to reach receiving emergency departments before a patient
arrives [19]. Because information is exchanged rapidly across organi-
sational and technological boundaries, protecting patient data is par-
ticularly important in this setting. Digital technologies can improve
the continuity and coordination of emergency care, but they also
make it essential to protect information’s confidentiality, integrity,
and availability throughout its collection, processing, and transmis-
sion. Although data protection and information security have been
widely examined across the healthcare sector, their implementation
in prehospital emergency services remains insufficiently studied.

This review primarily examines literature on implementing the
GDPR and ISO/IEC 27001:2022 in prehospital emergency healthcare
settings. It also considers relevant evidence from the broader health-
care sector that may inform understanding and future implementa-
tion of information-security and data-protection practices in prehos-
pital care. Particular attention is given to the practical application of
ISO/IEC 27001 to managing information-security risks and helping
organisations address applicable security requirements. However, ev-
idence specifically addressing the application of GDPR requirements
and the implementation of ISO/IEC 27001 in prehospital emergency
care remains limited. Studies included in the reviewed literature have
primarily examined the implementation of ISO/IEC 27001 in medi-
cal centres [20], remote patient-monitoring architectures based on
Internet of Medical Things technologies [21], and other healthcare
information-security settings [22,23]. Although ISO/IEC 27701:2025
provides a complementary framework for privacy management, it
was not included in the review because it was published recently and
relevant empirical evidence was limited at the time of the study. The
EHDS Regulation (EU) 2025/327 is a recent sector-specific develop-
ment, and empirical evidence on its use in prehospital emergency
care remains limited. It is therefore considered part of the evolving
European regulatory context rather than a primary focus of the em-
pirical literature search.
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Methods
Study Design

We conducted a structured literature review to investigate per-
sonal data protection and information system security in prehospital
emergency healthcare.

The initial research questions were:

1. Q1: To what extent are the General Data Protection Reg-
ulation and ISO 27001 applied in primary emergency prehospi-
tal healthcare?

2. Q2: To what extent does the existing literature address
the application of the GDPR and ISO/IEC 27001:2022 to data
protection and information security in prehospital emergency
healthcare?

The review focused on two complementary areas: protecting per-
sonal and health-related data under GDPR and securing healthcare
information systems in relation to ISO 27001.

Information Sources and Search Strategy

We searched PubMed, Scopus, Web of Science, and Google Scholar.
Additional research was performed to identify information relevant to
the regulatory and organizational context. The initial search strategy
combined terms such as health, prehospital, emergency, emergency
care, ambulance, paramedics, and EMS (Emergency Medical Services)
with GDPR, ISO 27001, information security, and data safety. Because
the initial search did not identify studies specifically addressing
GDPRor ISO 27001 in primary emergency prehospital healthcare, the
search was broadened to the healthcare sector more generally.

For example, PubMed searches included:
(health[Title/Abstract]) AND (gdpr[Title/Abstract])
(health[Title/Abstract]) AND (iso 27001[Title/Abstract])
and

((health[Title/Abstract]) AND (gdpr[Title/Abstract])) AND (iso
27001[Title/Abstract]).

Searches by corresponding author, title, abstract, and keywords
were conducted in Scopus and Web of Science.

Eligibility Criteria

The primary inclusion criterion was relevance to data protec-
tion or information security in healthcare, with particular emphasis
on GDPR or ISO 27001.The initial focus was on primary emergency
prehospital healthcare. However, because no publications were found
in this narrowly defined setting, we also included studies from the
broader healthcare environment. Studies published in English, Greek,
or French were included. GDPR-related publications were considered
from 2016 onward, coinciding with the adoption of Regulation (EU)
2016/679 [6].1SO 27001-related studies were considered from 2005
onward. Both public and private healthcare organizations were eligi-
ble [24].

Study Selection

The initial search identified 1,115 records through 2023. After
duplicates were removed, 523 records remained. After screening
and eligibility assessment, we included 53 publications in the final
synthesis. To capture more recent evidence, we conducted a target-
ed supplementary search for publications published after 2023. This
search did not replicate the full original database search across all
sources but focused on identifying recent publications relevant to the
review objectives. It identified 27 studies, of which 11 met the eligibil-
ity criteria and were included in the final synthesis. These additional
studies were assessed using the same inclusion criteria and incorpo-
rated to reflect recent developments in healthcare data protection, in-
formation security, and the evolving European regulatory framework.
Thus, the final evidence base comprised 64 studies (Figure 1). The
final evidence base included publications on GDPR implementation
in healthcare organizations [9,10]; health-data privacy [25]; health-
care professionals’ awareness of and guidance on GDPR [26,27];
willingness to share personal health data in connected-health envi-
ronments [11,12]; digital health and GDPR compliance [28]; mobile
health data protection [29,30]; privacy and security of electronic
health records [31-33]; national implementation and interpretation
of GDPR requirements [34-37]; and ISO 27001-related information
security management and compliance in healthcare settings [20-23].
Importantly, none of the included publications specifically examined
the combined issue of personal data protection and ISO 27001-based
information security in primary emergency prehospital care.
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Results GDPR Implementation in Healthcare

Study Selection and Overall Findings

The final review included 64 publications: 53 identified through
the initial search and 11 through the targeted supplementary search.
Of these, 54 concerned GDPR and healthcare, whereas 10 con-
cerned ISO 27001 and healthcare. The supplementary publications
broadened the evidence base by addressing recent developments in
health-data governance, electronic health records, digital health, pri-
vacy-enhancing technologies, and information-security management
systems. No publication specifically examined the combined applica-
tion of GDPR requirements and ISO/IEC 27001-based information
security management in primary prehospital emergency healthcare.
Consequently, the evidence synthesis relied on research from the wid-
er healthcare sector and should be interpreted as indirectly inform-
ing, rather than directly evaluating, prehospital practice. The includ-
ed publications varied in objectives and methods. They comprised
conceptual and regulatory analyses, literature reviews, qualitative
and questionnaire-based studies, assessments of healthcare informa-
tion systems, and studies of technologies used to process, share, or
protect health information. This methodological heterogeneity pre-
cluded meaningful quantitative comparison but enabled a narrative
synthesis of recurring organisational, legal, technical, and human fac-
tors relevant to healthcare data protection and information-security
management.

Several publications addressed the application of GDPR require-
ments in healthcare organisations and clinical settings. Earlier work
examined GDPR compliance in health clinics [9], the protection of
health-related personal data [10], and the implications of Regulation
(EU) 2016/679 for health-data processing [6,7]. More recent evi-
dence further highlights the challenges of translating regulatory re-
quirements into operational practice. Nastasa, et al. [38] identified a
regulatory gap in Romania regarding the secondary use of health data
and highlighted the tension between the rapid deployment of tech-
nologies that collect, process, and store sensitive medical data and
the development of adequate privacy and cybersecurity safeguards.
Berzina, et al. [39] similarly addressed the practical protection of per-
sonal medical data, including organisational responsibilities, the role
of the data protection officer, technical and organisational measures,
informed consent, and patients’ access rights. The European Health
Data Space (EHDS) introduces an additional regulatory framework for
health-data access and secondary use [14]. Quinn, et al. [40] examine
whether the GDPR constrains EHDS health-data access bodies. As the
full abstract was unavailable for verification, no more specific conclu-
sions are attributed to that publication. Taken together, the literature
suggests that implementation challenges arise not only from GDPR
requirements but also from interactions between EU-level rules, na-
tional arrangements, institutional responsibilities, and mechanisms
for secondary health-data use [7,14,35-37].
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Knowledge and Awareness Among Healthcare Profession-
als

Fewer publications examined healthcare professionals’ under-
standing and application of data-protection requirements. Markopou-
lou, et al. [26] investigated nursing staff awareness of personal-data
processing under the GDPR, while the European Society of Radiology
[27] provided professional guidance on the Regulation’s implications
for radiologists. Together, these publications highlight the importance
of professional awareness and guidance in GDPR implementation,
alongside legal, organisational, and technical safeguards [26,27]. This
human dimension is particularly relevant to prehospital emergen-
cy care, where healthcare professionals must make rapid decisions
about collecting, accessing, disclosing, and documenting patient in-
formation across changing locations and organisational boundaries.
However, the specific implications for ambulance services apply these
findings rather than examine a direct outcome in the cited publica-
tions.

National and Regulatory Implementation

Another category of publications examined GDPR implementation
across national healthcare and research environments [34-37]. The
literature includes work on Ireland [34], Germany, Greece, Latvia, and
Sweden [35], the Netherlands [36], and Serbia [37], illustrating how
a common European data-protection framework interacts with na-
tional legislation, research governance, institutional procedures, and
interpretations of lawful health-data processing. More recent studies
concerning Romania [38], the European Health Data Space (EHDS),
and the protection of medical data further suggest that regulatory
harmonisation does not automatically result in uniform operational
practice. Differences in national rules, institutional capacity, techni-
cal infrastructure, and accountability arrangements may affect how
health data are accessed, shared, retained, and reused. The evolving
European regulatory framework, including the EHDS Regulation [14],
provides additional context for these challenges.

eHealth, mHealth, and Connected Health

Much of the literature concerned digital-health environments,
including eHealth, mobile health, connected health, and the second-
ary use of data [11,12,25,28,29,30,41]. Existing studies addressed
GDPR toolkits for digital health [28], contextual approaches to mo-
bile-health data protection [29], smartphone applications [30], and
users’ willingness to share personal health information [11,12]. The
newer evidence extends this discussion from user attitudes to the
governance and technical conditions that make data sharing accept-
able. Staunton, et al. [42] note that international health-data shar-
ing can provide important benefits but remains affected by complex
rules and fragmented GDPR implementation. Their discussion of the
European Health Data Space (EHDS) emphasises the need to align
data governance with ethical principles and the expectations of data
subjects. Flanagan and Poikela [43] examine privacy from the per-

spective of developers, information-security officers, and manage-
ment in eHealth. Their findings underline the importance of training,
documentation, organisational arrangements, regulatory clarity, and
privacy-enhancing technologies. Similarly, van Drumpt, et al. [44]
identify governance and permission-related gaps in implementing
privacy-enhancing technologies for secondary use under the EHDS
and call for further work on safe and responsible data reuse. Phuyal,
etal. [45] address dynamic consent as a mechanism for managing the
secondary use of health data.

This approach may give individuals more specific, informed, and
revocable control over their data, but national fragmentation and
limited cross-border revocation mechanisms complicate its practical
operation. These findings are relevant to prehospital care because
emergency information may be generated in one setting, transferred
to another organisation, and later reused for care, quality improve-
ment, research, or service planning [7,35,41].

Electronic Health Records and Cloud Environments

Several publications addressed privacy and security in electron-
ic health records. Earlier studies evaluated openEHR against GDPR
principles [31], analysed security and privacy requirements in cloud-
based EHR systems [32], and considered access control in relation to
explicit consent [33]. Jonnagaddala and Wong [46] extend this field to
the secondary use of EHRs with large language models. Their discus-
sion of locally deployed models, synthetic data, differential privacy,
and de-identification [47] illustrates the need to adapt safeguards to
new forms of data processing rather than relying exclusively on tra-
ditional access controls. Matei, et al. [48] focus on the use of emer-
gency-department EHRs for research and quality improvement and
highlight the continuing relevance of GDPR requirements and pseud-
onymisation when health records are reused. Although these studies
do not concern ambulance services, they are relevant to the informa-
tion pathway connecting prehospital teams and hospitals. They sug-
gest that data protection should cover not only the initial collection of
information but also access, transmission, linkage, secondary use, and
the introduction of new analytical technologies [31,32,33].

ISO 27001 and Healthcare Information Security

A smaller but distinct body of literature addressed applying ISO/
IEC 27001 in healthcare. Previous studies evaluated the standard in
medical centres [20], incorporated ISO/IEC 27001 security controls
into Internet of Medical Things (IoMT) architectures for remote pa-
tient monitoring [21], examined information-security and legal com-
pliance requirements in the healthcare sector [22], and assessed
knowledge and implementation of information-security management
systems (ISMSs) in healthcare institutions [23]. More recent studies
provide practical examples of risk-based information-security man-
agement. Basri and Ayu [49] applied ISO 31000:2018 to assess risks
in a clinic information system and used ISO/IEC 27001:2022 to guide
the selection of security controls. Their assessment identified 22 po-
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tential risks and recommended measures such as data backups, mal-
ware protection, network security, and network segmentation. Iroth
examined [50] an ISO 27001:2022-based ISMS at a BP]S Kesehatan
branch and reported measures including backups, access restrictions,
and password management, while identifying limited IT infrastruc-
ture and staff resistance as implementation challenges. Taken to-
gether, the literature indicates that ISO/IEC 27001 implementation
involves more than formal certification. It requires systematic risk
assessment, appropriate technical controls, documented procedures,
staff participation, and continuing organisational support [15,20-23].

These considerations may be particularly relevant to prehospital
emergency services, where information systems must operate across
mobile devices, variable connectivity, organisational boundaries, and
time-critical workflows. However, their applicability to prehospital
settings remains an inference from the wider healthcare literature
rather than a directly demonstrated finding.

Discussion

The principal finding of this review remains the absence of
research specifically examining GDPR compliance and ISO/IEC
27001-based information security within prehospital emergency
healthcare. The additional evidence does not alter this conclusion;
rather, it clarifies the range of issues that a prehospital framework
would need to address. Prehospital emergency care differs from
conventional hospital care because it collects and uses information
outside the healthcare facility, often under severe time pressure and
with incomplete information. Ambulance personnel may access it,
transmit it to a receiving emergency department, incorporate it into
an EHR, and later reuse it for audit, quality improvement, research,
or planning. Each transition creates potential risks involving inap-
propriate access, insecure transmission, uncertain responsibility,
incomplete documentation, and later use beyond the original care
episode [31-33]. The wider literature suggests that these risks should
be addressed through complementary legal, organisational, technical,
and human measures. GDPR establishes obligations concerning law-
ful processing, transparency, data-subject rights, accountability, and
appropriate safeguards. ISO/IEC 27001 provides a structured basis
for identifying information-security risks and implementing controls.
Neither framework, however, can substitute for context-specific pro-
cedures that reflect ambulance workflows, mobile equipment, con-
nectivity limitations, and the roles of emergency personnel.

Governance and Regulatory Coordination

The evidence on Romania [38], the EHDS, and cross-border
health-data sharing indicates that formal harmonisation does not
eliminate operational fragmentation. National rules, institutional
policies, data-access bodies, and research-governance arrangements
may interpret or implement common principles differently. For pre-
hospital services, this raises questions about responsibility when in-
formation moves between ambulance providers, hospitals, regional

authorities, and external technology providers. A prehospital gov-
ernance model should therefore define the roles of controllers and
processors, establish rules for routine and exceptional data sharing,
document retention and secondary-use conditions, and specify how
data-subject rights are handled when information is collected during
an emergency. The unresolved interaction between GDPR and EHDS
mechanisms also supports the need for clear institutional procedures
rather than reliance on broad references to compliance [20-23].

Consent, Access, and Secondary Use

The literature on dynamic consent, health-data sharing, and emer-
gency-department EHR research shows that the data lifecycle extends
beyond the immediate clinical encounter. Consent and transparency
may be difficult to operationalise during an emergency, while subse-
quent research or quality-improvement raises additional questions
about legal basis, pseudonymisation, access, and revocation. Dynam-
ic consent may be useful for later, voluntary data uses, but it cannot
be assumed to solve every problem in emergency care. Prehospital
systems may need separate procedures for urgent clinical process-
ing, later patient communication, and secondary use. Access controls
should follow the principle of least privilege, while pseudonymisation
and de-identification should be applied where appropriate without
creating a false assumption that data automatically fall outside GDPR
requirements.

Human Factors and Organisational Capacity

The evidence on healthcare professionals and eHealth stakehold-
ers highlights that compliance depends on behaviour as well as system
design. Emergency personnel must be able to recognise authorised
access, use secure communication channels, document disclosures,
manage devices, and respond to incidents. Training should therefore
be role-specific and integrated into operational procedures, not deliv-
ered only as general regulatory instruction. The implementation chal-
lenges reported in the ISO 27001 studies—particularly limited infra-
structure and staff resistance—are relevant to ambulance services. A
formal information-security management system may be ineffective
if equipment is outdated, connectivity is unreliable, responsibilities
are unclear, or staff perceive security controls as obstacles to urgent
care. Implementation should therefore combine minimum technical
requirements with practical workflows, leadership support, monitor-
ing, and periodic review [6,15].

Technical Safeguards and Emerging Technologies

The EHR and digital-health literature demonstrates that the
threat environment is changing. Cloud systems, connected devices,
privacy-enhancing technologies, and large language models intro-
duce new processing pathways and new possibilities for second-
ary use. Measures such as encryption, strong authentication, access
logging, secure backups, network segmentation, pseudonymisation,
de-identification, and privacy-preserving analytics should be selected
through documented risk assessment [11,12,33]. The studies on pri-
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vacy-enhancing technologies and LLM-related EHR use also suggest
that innovation should be accompanied by governance from the de-
sign stage. In prehospital care, this principle could apply to electronic
patient-care records, ambulance-to-hospital data exchange, telemedi-
cine, automated triage support, and later analytical use of operational
data. Technical safeguards should be evaluated not only for confiden-
tiality but also for availability and integrity, since inaccessible or al-
tered information may directly affect patient safety.

Implications for Prehospital Emergency Information Sys-
tems

The findings support examination of the complete prehospital in-
formation pathway:

Emergency call - Emergency scene - Ambulance — Data trans-
mission = Emergency department — Hospital information system —
Secondary use

For each stage, future research should assess who may access
information, what data is collected, how identity and authorisation
are verified, how information is transmitted and stored, how inci-
dents are reported, and how records are retained or reused. Studies
should also examine whether GDPR procedures and ISO 27001 con-
trols remain workable during poor connectivity, device loss, multiple
handovers, mass-casualty incidents, and cross-organisational care.
Without direct evidence, recommendations should initially be test-
ed through empirical case studies, usability assessments, DPIAs, and
pilot implementations rather than assumed to transfer automatically
from hospitals to ambulance services. A combined governance and
information-security framework could then be refined around the op-
erational realities of emergency medical services [51,52].

Data Protection Impact Assessment and Organisational
Governance

DPIAs may provide a practical method for examining high-risk
processing in prehospital systems, including mobile data collection,
location information, image capture, cloud storage, automated deci-
sion support, and data exchange with hospitals. The data protection
officer should work with information-security personnel, clinical
leadership, procurement, and operational staff to assess privacy risks
throughout system design and deployment [51-53]. The reviewed ev-
idence also indicates that organisational governance should be con-
tinuous. Policies should be reviewed after incidents, system changes,
new data-sharing arrangements, and the introduction of analytical
tools. This is consistent with the risk-management orientation of ISO
27001 and with the GDPR principle of accountability [6,15].

Limitations

Several limitations should be considered. First, no publication spe-
cifically answered the original prehospital emergency-care research
question. The scope therefore had to expand to the wider healthcare
sector, and the included evidence’s relevance to ambulance services is

indirect. Second, the literature is heterogeneous, including regulatory
analyses, reviews, questionnaire studies, technical assessments, and
organisational case studies. The findings cannot therefore be inter-
preted as a quantitative estimate of compliance or intervention effec-
tiveness. Third, the supplementary search was targeted rather than a
complete replication of the original database search. The additional
publications were included to capture recent developments, but they
may not represent the entire post-2023 evidence base. Finally, not
all abstracts were available in full in the reviewed material. Where
only titles or limited descriptions were available, interpretation was
restricted to the information that could be verified.

Conclusion

This study examined how the General Data Protection Regula-
tion (GDPR) and information security management based on ISO/IEC
27001 are applied in primary prehospital emergency healthcare, and
how existing literature has investigated these applications. Regarding
the first research question (Q1), the review could not establish the
extent to which the GDPR has been implemented or ISO/IEC 27001
adopted in primary prehospital emergency healthcare. While the
GDPR sets requirements for protecting personal data [6] and ISO/
IEC 27001 provides a structured framework for information security
management [15], none of the included publications directly assessed
their implementation in ambulance services or primary prehospital
emergency healthcare organisations. The absence of published evi-
dence should therefore not be taken to mean that these frameworks
are not implemented in practice. For the second research question
(Q2), the findings point to a substantial gap in literature. None of the
64 included publications specifically examined the combined appli-
cation of GDPR requirements and ISO/IEC 27001-based information
security management in primary prehospital emergency healthcare.
However, research across the broader healthcare sector offers rele-
vant evidence on GDPR implementation in healthcare organisations
[9,10]; healthcare professionals’ awareness and guidance [26,27];
patient attitudes towards health-data sharing [11,12]; digital and
mobile health [32-35]; the privacy and security of electronic health
records [36-38]; and ISO/IEC 27001 implementation in healthcare
settings [20-23].

The broader evidence indicates that effective data protection and
information security depend on complementary legal, organisational,
technical and human measures. GDPR governance and accountability
requirements [6,7], I[SO/IEC 27001-based risk management [15,20-
23], staff awareness [26,27], secure information exchange [19,37,38],
and Data Protection Impact Assessments [40,41] can help guide the
development of appropriate safeguards for prehospital information
systems. However, their effectiveness and practical application in am-
bulance services must be established through direct empirical inves-
tigation. As digital technologies become more widely used in prehos-
pital emergency care, sensitive patient information must be protected
throughout its lifecycle: from collection at the emergency scene and
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processing in the ambulance to transmission, integration into hospital
information systems, and potential secondary use [19,36-38]. Future
research should examine emergency medical personnel’s awareness
of the GDPR, information-security practices in ambulance services,
secure electronic transmission of patient information, Data Protec-
tion Impact Assessments for prehospital systems [40,41], and the fea-
sibility of implementing information-security management systems
based on ISO/IEC 27001 [15,20-23]. Overall, the present study finds
that the extent to which GDPR and ISO/IEC 27001 have been imple-
mented in primary prehospital emergency healthcare remains un-
clear. Published research directly examining their application in this
setting is extremely limited. Further empirical studies are needed to
address this gap and reflect the operational, technological, and organ-
isational characteristics of prehospital emergency care.
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