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The features provided by Blockchain technologies such as decentralized storage,

advanced security, and authentication indicate that they can be used in other applications
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such as the healthcare sector. The 1996 Health Insurance Portability and Accountability
Act (HIPAA) legal requirements stipulate strict authentication when sharing files in the

healthcare sector. It is therefore essential to further develop blockchain technology, and
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through this work, the benefits of using these technologies in healthcare are highlighted.

Keywords: Blockchain; e-Health; Internet of Things; Healthcare Data Management; [oT
Data Management; Security; Smart Cities; Healthcare

Introduction

The agile advancement of technologies utilizing the Internet
of Things (IoT) has significantly improved health- related services
such as electronic drug prescriptions as well as Electronic Health
Records (EHR) insurance information [1,2]. The collection of
patients’ medical data can be made more accessible using IoT
technologies by improving workflow automation. As a result,
meaningful information about patients’ symptoms is provided
immediately, facilitating their treatment and remote monitoring
in real-time [3,4]. A significant advantage is that it is possible to
monitor patients from home via wireless sensors, thus reducing
the need for regular hospital visits [5]. Furthermore, these medical
devices can send alerts if something serious happens [6-8]. Also,
the patient’s surrounding area can be monitored, and, through data
processing, health conclusions can be drawn [9]. The volume of
data stored in EHRs has increased significantly through the use of
10T devices located in different locations, and managing this data is

extremely difficult [10]. Cyberattacks have also increased as most

medical systems are vulnerable to a single point of failure resulting

in information leakage with severe consequences [11].

Many EHR management systems do not provide transparency
and privacy control, nor are there advanced security mechanisms
[12]. Blockchain technology could provide solutions to many
problems in medical health systems [13,14]. As mentioned in [15]
blockchain technologies can also be integrated into smart cities
and smart homes. Several organizations have been interested
in Blockchain technology and specifically in bitcoin digital
cryptocurrency. Transactions with transparency and verification
mechanisms can be securely stored through the blockchain.
Stakeholders in blockchain technology can trade securely without
Intermediators [16-21]. In areas such as the automotive industry,
aerospace, banks, and defense agencies, significant changes have
occurred from smart technologies and the blockchain [22,23].
As the volume of passengers and flights is constantly increasing,
a technological solution to improve the management processes
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will include IoT systems that will be interconnected with other
platforms and will implement the concept of smart airports [24].
As the size and complexity of patient health record files continue
to grow, blockchain technologies have aided all stakeholders in
communicating. However, there is still a long way to go due to the

variations of different networks [25].

In addition, if unauthorized users have access to patient data,
then there is a risk of criminal activities, highlighting the need
to ensure the confidentiality of patient data [26]. Blockchain
technologies help in this direction, providing the integrity of the
data and preventing their violation [27]. Several researchers have
studied the effect of using blockchain technologies [28-31,14,32] in
the healthcare sector. Their research focuses on how privacy and
security in file-sharing should be improved between stake- holders
throughblockchaintechnologies. However, preventingunauthorized
users and interoperability in file-sharing in healthcare applications
require specific criteria that may not be fully addressed due to
demanding legal requirements. Using blockchain technologies,
smart contracts, and access control technologies, state-of-the-art
healthcare delivery in a smart city can be improved. Each patient’s
EHR can be stored securely without any privacy issues. Generally, in
these cases, there is a need for access from different departments
to information in the stored medical history of patients [33]. The
prevention of counterfeiting can be achieved by managing the
supply chain of medical products through blockchain as medical
products are detected and tested for their origin [34].

Recent Advances of Blockchain Applications in
Healthcare

Blockchain

Cryptography, economic models, Mathematics, and Algorithm. To

technologies contain, apart from others,
solve widespread distributed database synchronization problems,
a combination of distributed consensus algorithms is used; hence
it is not just a single technique but an integrated infrastructure

construction in multiple fields [35-37].
Blockchain technologies consist of six key elements.

The
distributively since the blockchain is not originating from a

1. Decentralization: data is stored and updated

centralized node.

2. Transparency: The records of data are transparent from one
node to another in a blockchain system

3. Open Source. The source code of a blockchain system is public,

and anyone uses blockchain technologies.

4. Autonomy: The main concern of a blockchain system is to
ensure that the data is transferred safely. Therefore there is no
intervention between the single users and the whole system
between the nodes.

5. Immutable: The data records cant be transformed unless a

user controls over 51% of the node simultaneously.

6. Anonymity: The transactions between trusted nodes can be
anonymous using only blockchain addresses.

Several experiments and relevant literature highlight the many
possibilities that Blockchain has for healthcare technology. Some
software solutions will be discussed in the following subsections.

Healthcare Data-Sharing through the Gem Health
Network

When a patient needs to be treated in a different hospital,
confidential records should be shared, especially when specialized
treatment is in another country. Healthcare-related files include
many documents that are confidential and fall under strict laws that
are different in each country, such as the 1996 Health Insurance
Portability and Accountability Act (HIPAA) [38,39]. At each patient
visit to a different doctor, new medical records need to be created.
The corresponding data will be exchanged between professionals,
and the medical records need to be updated with the latest data.
Authentication between different electronic platforms may take a
great deal of time to process the information for all stakeholders
[34]. Gem Health Network using Blockchain Ethereum technology
could solve the problem as mentioned earlier [34]. This network
gives healthcare professionals access to the necessary medical
data without any centralized restrictions on storage. Therefore,
users who have the authorization required can search for data in
medical records in real-time, reducing the risk of making an error
in diagnosis due to outdated information.

OmniPHR

The OmniPHR framework has been developed to make it easier
to manage patients’ health records, as it provides the necessary
grouping, regardless of whether they are located in many different
healthcare providers [40]. As a result, healthcare providers now
have access to up-to-date patient data, without being hindered by
the distribution of data in many different systems. The difference
between EHR and Personal Health Records (PHR) is a significant
problem OmniPHR should address. Initially, through specific
government standards, an effort is made to keep EHR records
uniform in all countries and to keep them up to date. Doctors inform
them without interacting with patients, which is the main difference
with PHR files, as the later are created managed by patients.
OmniPHR provides a framework for completing patient records
with the level of accuracy required by the medical community.
OmniPHR incorporates blockchain technology specifically for the
interoperability of PHR files to provide a unified view of health
records. Specifically, OmniPHR seeks to improve a distributed

architecture in terms of scalability and interoperability.
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Medrec

Medrec uses blockchain technology to manage Electronic
medical records (EMRs). which comprises instances of EHRs,
on a decentralized file management system [41]. As a result,
patients’ medical information is accessible simultaneously to
different medical providers, with features such as authentication
and data sharing following the principles of confidentiality
and accountability. MedRec focuses more on the analysis of the
approach and implementation of the framework before any field
tests. This solution favors interoperability between patients and
doctors. As blockchain transactions need to have a group of miners,
the MedRec system suggests that medical stakeholders participate
as miners. They will have access to anonymous data as a reward
for maintaining network security. In this way, patient data can take
the form of metadata. The smart contracts that Medrec consists
of help automate and keep track of changes such as adding new
records or changing access rights. The Ethereum blockchain
implementations provide the patient-provider relationship, with
smart contracts linking medical history with permissions and data
retrieval methods. All information is encrypted, and authorizations
from patients are made only through providers.

Virtual Resources

The Virtual resources are capable of shifting the load
distribution on edge hosts and facilitating multi-tenancy support.
They can be used as a software-defined IoT management construct
[42]. Specific problems that can be solved on IoT devices that can

be solved are

1. Lack of a mechanism that will facilitate the secure distribution
of the software on the servers

2. Lack of a mechanism for controlling the access of the software
3. No adequate support for virtualization issues.

Benefits of Blockchain Technology in Healthcare
Data Management

This section outlines the main benefits of leveraging blockchain

technology for healthcare data management systems [43].
Accuracy of Medical Data

To obtain a patient’s complete medical history, all the data
must be collected in an automated way, as they are fragmented
in different medical centers and insurance companies. Through
the storage of all patients’ medical data in a blockchain, there will
always be an update in information and automatic detection for any
violations [44]. As a result, healthcare professionals can provide
more effective treatments through blockchain technologies, as
a complete view of the medical history is available and all data is
secure and immutable [28].

Medical Data Interoperability

Most medical systems with EHR data are from different
manufacturers with different technical specifications [45,46].
Therefore, sharing data in the same format is challenging to
achieve as the platforms have many technical differences. To obtain
interoperability between two EHR systems, standardization in
the data encoding should be applied [47]. Thus, there is a limit
to the electronic information exchange as the data do not have
the necessary standardization. However, through blockchain
technologies, this limitation can be overcome, as all EHR data

stored will follow a specific standardization.
Security of Medical Data

Several cyberattacks on healthcare organizations could have
been undertaken [48]. The systems for handling digital medical
records used by several healthcare industries operate manually,
so they are already quite outdated. Therefore, users can easily
modify medical records without the necessary authorization. As a
result, medical data can be lost permanently by human mistakes.
Using Blockchain technologies can help prevent medical data from
being altered by unauthorized users or by human mishandling. In
addition, in case of natural disasters, the data is safe as it is stored
in different locations of Blockchain.

Costs of Handling Medical Data

The handling cost is relatively high in healthcare systems in
everything related to patient data, as patients’ medical records
are located in different health facilities. Therefore, collecting all
the data manually leads to high costs due to the long delay in the
process [49]. Using Blockchain technologies can help reduce this
cost for medical companies as they can access complete patient
data without having to collect it from different locations [50].

Global Access of Medical Data

In some cases, healthcare professionals should be fully aware
of the medical history of patients [51] before prescribing any
medication. This way, they will analyze various aspects of the
medical history, information about any allergies, and choose
the appropriate treatment. Unfortunately, most health- care
management systems do not have this option as global access to
medical data [52] is not allowed.

Data Audits in Healthcare Industries

The audit process in the healthcare industry is necessary to
assess whether specific procedures are followed in their daily
operations. However, healthcare data management systems are
vulnerable to breaches and operate manually, blocking the audit
processes. Blockchain technologies will help provide reliability to
audit procedures as it secures data in ways of authentication and
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immutability. As a result, healthcare services will be upgraded, and
there will be compliance with the necessary legal regulations.

Challenges of Using Blockchain Technologies in
Healthcare-Derived IOT

This section introduces several fundamental open challenges
that can prevent the utilization of the corresponding blockchain
technology regarding the healthcare sector.

Interchange of Information

In blockchain networks regarding the healthcare sector,
exchanging information between different stakeholders plays a
vital role. Those interested could be the departments of the same
hospital or other, insurance companies, and specialized staff such
as doctors. However, ensuring the proper exchange of information
is a challenge due to the diversity of the parties involved [30].

Privacy Leakage and Security

Although the decentralization method is secure, there are
several disadvantages if a privacy leakage of data distribution in
the public ledger occurs. In a blockchain environment, there is trust
between stakeholders regarding data sharing as they trust each
other. But in some cases, such as if 51% of nodes is infected, this
scenario fails [30].

Difficulties of Storage Requirements

There are difficulties in maintaining patients’ medical records
as they consist of many documents and images. There- fore, their
size is enormous, and they need substantial storage spaces. In
addition, sharing data due to medical transactions means that the
data may be distributed across multiple locations or stored more
than once in the same format. Therefore, the healthcare system
will undoubtedly be affected by the specific difficulties of providing
colossal storage spaces [53].

Standardization of Protocols and Technologies

Blockchain is already widely used worldwide in applications
where security and trust are required. It is therefore essential that
the technologies and protocols to be used are correctly standardized.
In addition, data-related issues, in particular their size and format,
should also be defined in detail from the start [51,54].

Building Trust for Sharing the Medical Records Among
Hospitals

Hospitals usually do not want to share their patients’ medical
records as they will have to change their pricing policy because
they charge their patients differently. The same goes for insurance
companies that do not want to share medical data, as they are
related to fees. Therefore, stakeholders should be persuaded to
share their data once trust has been built between them for a better
healthcare system [55].

Building Trust for Sharing the Medical Records

In the public domain, many patients do not want to share
their medical records with third parties; therefore, building trust
between them must be achieved. More specifically, the effort to
build trust and confidence in privacy and security among the
patients should be strengthened in a healthcare system based on
Blockchain and the IoT.

The Challenge of E-Prescribing

Differentiating  electronic  prescriptions  from

paper
prescriptions is undoubtedly a massive challenge for doctors.
Usually, doctors fill in only the necessary information on paper
forms, but they will not ignore them in the electronic files. So an
essential element related to the success of healthcare based on
Blockchain technology is the proper training of doctors. Therefore,
they must have developed the required skills and been adequately

trained to trust the new technologies and use them.
Data Ownership - Rules and Processes

A big challenge is the data ownership plan that establishes
accountability and responsibility in the stages of data creation
to data consumption. For example, a proper data ownership plan
should be created in the healthcare sector to consider the following
core elements: Management, Location, Access, Security and Rights
and Retention.

Conclusion and Future Work

This research addresses the various gaps in blockchain
technologies in the healthcare industry. Much research has already
been done on the use of blockchain in the healthcare industry, and
we have included the results of this research. Using blockchain
technologies in the healthcare industry can solve many difficulties
in the security of files that need to be shared, but this does not mean
that we can apply it in any case. Therefore, there should always be
an assessment before using these technologies about how they
affect health services.
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